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’ i Panduan pencegahan serangan Ransomware WannaCRY pada Windows 10 end client

Trust in, and value from, information systems

INDONESIA CHAPTER Technical Guidance to prevent WannaCry Ransomware on Windows 10 end client

Seiring dengan maraknya serangan Ransomware bernama WannaCry atau WannaCrypt di seluruh dunia,
yaitu sebuah malware varian baru yang diyakini dikembangkan menggunakan exploit tools milik NSA dengan
menyerang komputer dengan sistem operasi Microsoft Windows, ISACA ID mencoba membantu memberikan
panduan pencegahan agar terhindar dari serangan malware tersebut. Berikut ini adalah langkah-langkah yang
dapat dilakukan untuk mencegah penularan malware WannaCry tersebut pada komputer end client yang
menggunakan sistem operasi Windows 10:
Along with the rise of Ransomware attacks around the world named WannaCry or WannaCrypt, a new variant malware
that is believed to be developed using NSA's exploit tools to attack computers with Microsoft Windows operating system,
ISACA ID tries to help provide preventive guidance to avoid those malware attacks. Here are the steps that can be done
to prevent the infection of malware WannaCry on your end client computers that use Windows operating system 10:
1. Cabut koneksi internet dari kabel LAN maupun koneksi nirkabel.
Disconnect your machine from the internet both wired or wireless network.
2. Lakukan backup terhadap seluruh data yang ada di local hard drive.
Backup all of your files from local drive to external storage.
3. Lakukan update terhadap Antivirus yang digunakan.
Update Antivirus definition.
4. Instal Security Patches MS17-010 — sesuai dengan versi OS yang digunakan. Untuk melihat versi Win10
dapat dilakukan dengan cara tekan tombol Start lalu ketik msinfo, akan tampil System information seperti
berikut (Detail history dapat dilihat disini https://en.wikipedia.org/wiki/Windows 10 version history):

1 System Information = o X
File Edit View Help
. . tem Value Al
' Hardware Resources || g name Microsoft Windows 10 Home
&-Components | version 10.0.14393 Build 14323
- Software Environment Other OS Description Mot Available
0% Manufacturer Microsoft Corporation
System Name
System Manufacturer TOSHIBA
System Model Satellite L840
System Type
System SKU PSKELL-01HO08
Processor Intel(R) Core(TM) i5-3210M CPU @ 2.50GHz, 2501 Mhz, 2 Core(s), 4 Logical Pr...
= , || BIOS Version/Date -

Find what: | Find Close Find

[Jsearch selected category only [ search category names only

Selanjutnya informasi detail mengenai MS17-010 dapat dilihat pada tautan berikut:
https://technet.microsoft.com/en-us/library/security/ms17-
010.aspx?ranMID=24542&ranEAID=TnL5HPStwNw&ranSite|D=TnL5HPStwNw-
tnOrm_G5.ZxMOBwW54NWE1A&tduid=(858f5cbd78bd4f0d3f0ec3352b841862)(256380)(2459594)(TnL5H
PStwNw-tnOrm_G5.ZxMOBw54NWE1A)()#Revisions

Install MS17-010 Windows Security Patches based on your Win10 version — You can find your Win10 version from

System information. Press start button then type msinfo (Detail history can be seen from this link:
https://en.wikipedia.org/wiki/Windows 10 version history)

5. Nonaktifkan layanan SMBv1/CIFS File Sharing Support.
Disabling the SMBv1/CIFS File Sharing Support.
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6. Tutup koneksi internet pada port 139, 445 dan 3389.
Close ports that related to SMB services: 139, 445, 3389.

Unduh seluruh update file yang dibutuhkan dan simpan pada satu komputer di jaringan LAN anda, lalu
perintahkan seluruh komputer lain yang dimiliki untuk mengambil update dari komputer tadi sehingga
mencegah terjadinya infeksi dari internet serta menghemat penggunaan bandwidth.

Download all update that needed and save it on a network computer, then ask the people to get the updates from the
computer (acting as central repository) in order to prevent external exposure and to save bandwidth.
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Panduan untuk menjalankan Windows Update pada Win10
Guide to run Windows Update on Win 10

1. Jalankan fitur Auto Update melalui Windows Settings lalu tekan Update & security menu.
Run auto update from windows settings then press Update & security menu

Settings = a
Windows Settings
’ Find a setting . ]
| B o Z S
System Devices Metwork & Internet Personalization Accounts
Display, notifications, apps Bluetooth, printers, mouse Wi-Fi, airplane mode, VPN Background, leck screen Your accounts, email, sync,
power . colors wiork, family
(T, = 5
AT R R~/
Time & language Ease of Access Privacy Update & security
Speech, region, date Marrator, |||='::'||i"'s' hi:_‘“l Location, camera Windows Update, recavery,
contrast backup
2. Tekan tombol Check for Updates, Windows akan menjalankan secara otomatis.
Press Check for updates button, windows update will run automatically.
« Settings - o =

& Home

Update & security

Update status

Your device is up to date. Last checked: Yesterday, 1919

Check for updates

Update history

I <  Windows Update

-

W Windows Defender Good news! The Windows 10 Creators Update is on its way. Want to be one of the first to get it?

— Yes, show me how

T Backup

D Recovery Update settings

&) Activation Available updates will be downloaded and installed automatically, except over metered connections (where
charges may apply).

A Find My Device )
Change active hours

it For developers Restart options

By Windows Insider Program Advanced options

Looking for info on the latest updates?

Learn more

Windows update dapat juga dilakukan secara manual seperti terlihat pada panduan berikut ini:
Windows update can be run manually as seen on the following guide:
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Panduan untuk menjalankan Windows Update pada Win10 secara manual
Guide to run Windows Update on Win 10 manually

1. Unduh Security Patch MS17-010 Patch KB3210720 dari tautan berikut ini:
Download MS17-010 Windows Security Patch KB3210720 from the following link (only for Win10 final release):

http://www.catalog.update.microsoft.com/Search.aspx?q=KB3210720 :

O Unduh dan simpan file udate sesuai dengan versi komputer yang dimiliki. Pilihan pertama untuk versi

x86 - 32 bit dan kedua untuk x64 - 64 bit:
Download and save the updates that match your system version. First one for x86-32 bit and the second one

for x64 — 64 bit system:

“— ] at 1= mikrosait.com

KBI2 10720

[0 Saarch results for "KE32107207

Updstes: 1- 2 af 2 (page 1af 1) - Pravous | Mast
Tithy Products Classification .Llrﬂ Updated varson Sizg . .
Cumulative Update for Windows 10 (£83210720) -Wndcw: 10 Windows 10 LTS8 .Seu.ult)- Updates -N.'J'I,'ZUL" -rl-'.l -AIECIDM! Diownload |
Windows 10 Windews 10 LTSE Security Updates 0601,/2017 na 10551 MB Diownioad |

sed Systems (KBI210720

v Lipedate: for Wi

C 2017 Micrasoft Corporation. Al Rights Reserved. | privacy | terms of use | help

U Halaman untuk mengunduh file yang dipilih akan muncul, lalu simpan di lokal disk:
The download page will take sometime to show up, then save the updates onto your local drive.

Microsoft Update Catalog - Microsoft Edge = m} X
| catalog.update microsoft.com/DownloadDialog.aspx |
Download
Download Updates
Cumulative Update for Windows 10 for x64-based Systems (KB3210720)
windows10.0-kb3210720-x64_553559e543e2211f3e3251c7a0e1b7672e0a91b3.msu
34% of windows10.0-kb3...msu downloaded from
download.windowsupdate.com X
8 min 12 sec remaining
Pause
Cancel

2. |Install patches sesuai versi komputer anda
Install patches according to your computer version.

Windows Update Standalone Installer

Preparing the installation...

Cancel

3. Setelah selesai tekan tombol Finished.
Press button Finish when it’s Done.
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Panduan update Anti Virus Windows Defender
Guide to update the antivirus Windows Defender

1. Buka antivirus Windows Defender pada pojok kanan bawah seperti dibawah ini:
Run the Windows Defender antivirus form the right bottom icon.

& e e

| Windows Defender

+ 120%

00.47

14/05/2017

2. Pilih tab Update lalu tekan tombol Update definitions.
Select Update tab then press Update Definitions.

%P Windows Defender

PC status: Protected

Settings

Virus and spyware definitions:  Up to date

Your virus and spyware definitions are automatically updated to help protect your PC.

Definitions created on: 13/05/2017 ot 14,56
Definitions last updated: 13/05/2017 at 19.20
Virug definition version: 1.243.345.0
Spyware definition version:  1.243.345.0

Did you know?

Virus, spyware, and cther malware definitions are files that are used to identify malicious or potentially unwanted software
on your PC. These definitions are updated automatically, but you can aleo click Update to get the latest versions whenever
you wanit.

3. Selesai.
Done
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Panduan untuk menonaktifkan fitur SMBv1/CIFS File Sharing Support:
Guide to disable SMBv1/CIFS on Windows 10:

1. Tekan tombol start windows dan ketik “Programs and Features”, menu tersebut akan muncul seperti
terlihat pada gambar berikut:

Click on the windows start button and type “Programs and Features”, the menu will show up as seen by the picture
below:

B O @ Filters .-

Best match

t‘_-h- Programs and Features

Cantrol panel

Sattings

@& Add or remove programs

program and

Atau anda dapat menelusur dari pengaturan Windows sesuai langkah-langkah berikut:
Or you can also browse from the windows settings as the following steps:

U Tekan ikon windows E pada sudut kiri bawah lalu tekan ikon pengaturan
Press windows icon on your left bottom then press settings

O Pilih menu System
Select System menu

Windows Settings

ol ®m 8

System Devices
Display, notifications, apps
power

i\

Network & Internet
Wi-Fi, airplane mode, VPN

Personalization

Bluetooth, printers, mouse Background, lock screen

colars

A

Accounts

Your accounts, email SyMnC

work, family

it C -

Time & language
Speech, region, date

Ease of Access

Narrator, magnifier, high

contrast

Privacy

Location, camera
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Technical guidance to prevent WannaCry Ransomware Attack

O Pilih menu Apps & Features pada bagian sebelah kiri.
On the left side bar select “Apps & features”.

& Settings — ] b

& Home Apps & features

| Find a setting Manage optional features

o

Search, sort, and filter by drive. If you would like to uninstall or

System move an app, select it from the list.

O Display | Search this list ,-Jl

. :=: Sort by name o
I £=  Apps & features l Y

| [§ show content from all drives |

i=  Default apps

3D Builder 16,0 KB
[] mMotifications & actions Microsoft Corporation 18/04/2017
7-Zip 16.02 (x64) 4,75 MB

™ Power & slee P
P 724 01/10/2016
3 Battery PR ] /\crvlic Wi-Fi HeatMaps v3.0 43,3 MB
Tarlogic Security S.L. 08/10/2016

= Storage
n Acunetix Web Vulnerability Scanner 10.0 90,1 MB
o o S¥} Acunetix 12/04/2017
i ine maps

1! Adobe AIR 13,6 MB
L8 Tablet mode = Adobe Systems Incorporated 03/10/2016

O Gulirkan laman ke bawah dan tekan menu Programs and Features
Scroll down the center windows and click on the Programs and Features menu

ol Unavailable 25/03/2017
& Home
Win10Pcap 2,89 MB
- Daiyuu Nobori, University of Tsukuba, Japan  07/03.2017
Find a setting 2
Scroll Down
(= WinPcap 4.1.3
System ol CACE Technologies mAo/206
= Displa el WinSCP 5.9.1 30,9 MB
play . Martin Prikryl 17/08/2016
| i Apps & features Wireshark 2.0.5 (64-bit) 168 MB
The Wireshark developer community, https:/... 01/10/2016
i=  Default apps
XAMPP 166 GB
Bit i 02/10/2016
[] Notifications & actions fnam fnene
Xbox 16,0 KB
™ Power & sleep Microsoft Corporation 03/05/2017
3 Battery
L J
= Storage
Related settings
! Offline maps

Programs and Features

3 Tablet mode
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2. Setelah jendela Programs and Features terbuka, pilih menu “Turn Windows features on or off’ pada sisi
sebelah kiri.
On the left bar menu of Program and Features window, Select “Turn Windows features on or off”.

B Programs and Features

4 [ * Control Panel * All Control Panel ltems * Programs and Features v O Search Programs and Festures 0
Control Panel Home .
Uninstall or change a program
View installed updates Te uninstall 2 pregram, select it frem the list and then click Uninstall, Change, er Repair,
B Turn Windows features on ar

oft Organize + =~ @
Name - Publisher Installed On ~ Size Version 2
[ 7-Zip 16.02 (x54) Igor Paviov m/1o/2016 475 MB 1602
(8] Acrylic Wi-Fi HeathMaps v3.0 Tarlogic Security S.L. 081042016 482MB 30
@Acunﬂix Web Vulnerability Scanner 10.0 Acunetix 12/0472017 S00ME  10.0
R adobe AR Adobe Systems Incorporated 03/10/2016 135MB  23.0.0.257
M 2mazen Kindle Amazon 09/04/2017 1.20.1.47037
ﬂRMD Catalyst Control Center AMD mA0/2016 1.00.0000
%+ AMD Catalyst Install Manager Advanced Micro Devices, Inc. 14/06/2016 525MB  3.0.859.0
€2 Angry IP Scanner Angry IP Scanner 26/10/2016 L69MB 342
(%] Cain & Abel 4.9.56 m/io2018
(Q Cisco WebEx Meetings Cisco WebEx LLC 0/10/2016
(%] DBeaver JKISS 02/11/206 EN
23 Dropbox Dropbox, Inc., 03/05/2017 192MB  25.4.28
[ Easy Watermark Studio Lite version 4.2 Refero Group SRL 07/09/2016 BI1TMB 42
@Ehhau HeathMapper Ekahau Inc. 02/10/2016 131MB  1.1.4.39795
n EPSON L210 Series Printer Uninstall SEIKO EPSOM Corporation 12/10/2016
o Epson Print CD SEIKO EPSOM CORPORATION 25/04/2017 6ETME  2.43.00
= EPSON Scan Seiko Epson Corporation 01072016 w

[M....._,_, Currently installed programs Total size: 8,14 GB
.]- 82 programs installed

3. Hapus centang pada pilihan SMB 1.0/CIFS File Sharing Support lalu tekan tombol OK.
Uncheck option for SMIB 1.0/CIFS File Sharing Support, then press OK button.

7! Windows Features - O X

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Microsoft Print to PDF A
[m]  Print and Document Services
Remote Differential Compression APl Support
RIP Listener
Simple Network Management Protocol (SNMP)

=
RIOOOOX

TETP Client
Windows |dentity Foundation 3.5
] Windows PowerShell 2.0

ml 1 Windmwe Procese Activatinn Service

KOO

&

4. Setelah selesai tekan tombol Restart now.
When it’s done restart your system by pressing Restart now button.
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5.

Windows completed the requested changes.

Windows needs to reboot your PC to finish installing the requested changes.

Restart now Il Don't restart

Layanan SMBv1 anda telah dinonaktifkan.
Your SMBVv1 services has been disabled.
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Panduan untuk menutup port 139, 445 & 3389 menggunakan Windows Firewall pada Windows 10
Guide to block specific ports 139, 445 & 3389 using win Firewall on Windows 10

1. Tekan tombol start windows dan ketik “Firewalls”, tersebut akan muncul seperti terlihat pada gambar

berikut

Click on the windows start button and type “Firewalls”, the menu will show up as seen by the picture below:

= 0 & Filters ~

Best match
1nt

Windows Firewall with Advanced Security
Desktop app

Settings

¥ Check security status
@ Windows Firewall
@ Check firewall status

@ Allow an app through Windows Firewall

firewall

2. Akan muncul program Windows Firewall seperti terlihat dibawah ini. Pilih menu Inbound rules pada sisi

sebelah kiri:

The firewall application will show up, select Inbound Rules menu on the left side bar.

* Windows Firewall with Advanced Security

File Action View Help

= | B W

K3 Inbound Rules
& Outbound Rules
i Connection Security Rules
B Monitoring

ﬂ Windows Firewall with Advanced Security provides network security for Windows computers,

Overview

Domain Profile

& Windows Firewal is on.

) Inbound connactions that do not match a rule ane blocked.
& Oubound connections that do not match a rule are alowed

Private Profile

@ Windows Firewal is on

) Inbound connactions that da net match e ane blocked
@ Outbound connections that da net match a e are alowed
Public Profile is Active

& Windows Firewal is on

(S Inbound connactions that do not match a e ane blocked.
1@ Outbound connections that do nct match a rule ane allowed

EY Windows Firewall Properties

Getting Started
Authenti icati b computers

Create connection secutity rues to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (Psec).

E} Comnection Securty Fues

View and create firewall rules

T T G EEVER T Windows Firewall with Advanced Security on Local Computer

-

Frmsta b $ sllous e bl b emardiad renarsme ce rnde Yess e slen sous s connaction ack ¥

>

Actions
‘Windows Firewall with Advanced Securi... &
) Import Policy...
4a] Export Policy...
Restore Default Policy
Diagnose / Repair
Wiew 1
i Refresh
| Properties

H Help
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3. Pada deretan menu di atas, tekan menu Action lalu tekan menu New Rule.
On the top menus, select Action then press New Rules menu.

™ Windows Firewall with Advanced Security

File = Action View Help
o= New Rule...
& W Filter by Profile > . Actions
: Filter by State > Name Group . Profile  Enabled  Acti ~ || Inbound Rules i
N Filter by Group > B Acrylic Wi-Fi HeatMaps Public  YVes Alle || @ MewRule..
" et B Acrylic Wi-Fi HeatMaps Public Vs Aol | 7 Fiter by Profile R
Cuport List ¥ Apache HTTP Server Private  Ves Alle
port Lt B Apache HTTP Server Private... Ves Ay || T Filter by State 4
Help ¥ Apache HTTP Server Private.. Yes Alley T Filter by Group 4
1) Apache HTTP Server Public  YVes Bloc View »

4. Pilih tombol Port lalu tekan tombol Next di bagian bawah
New Inbound window will show up, select Port button then press Next

* Mew Inbound Rule Wizard

Rule Type

Sadect the type of finewall rule 1o create
|
|5.|t
|_' Fuds T Whiat type of nube veould you ke bo creale?

& Peatocs] and Ports

& Acton ) Program
Fude that controls connections for 3 program

& Mame (®) Poat

Fids thal controls connactions for 8 TLF o LD port.
) Predefined:

AL kym Rauter

e thal contrls connactions [or 8 Windows axpetencs

() Custom
Cistom rulle.

< Back Cancel

5. Pada bagian atas pilih tombol menu TCP lalu di bagian tengah pilih Specific local ports dan tuliskan nomor
port 139, 445, 3389 pada kolom yang tersedia. Lakukan langkan yang sama untuk protokol UDP.
Select TCP menu on the top and Specific local ports on the bottom. Insert port number 139, 445, and 3389 on the
text field then press Next. Do the same thing for the UDP protocol.
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* New Inbound Rubs Wizard

Protocol and Ports
Specify the protocols and pods fo which this nle appbes.

Shepa:

@ Rule Type Does this e applyto TCP or UDP?

@ Protocol and Posts |@ TCP

& Action ) UDP

@ Profils

@ e Does this nule apply to all local ports or specific local ports?
) A lecal ports
® Specific local pos: (133 445 3385

BExample: 20, 443, 5000-5010

= ] o

6. Pada bagian Action, pilih tombol Block the connection lalu tekan tombol Next.
On the Action section, select Block the connection then press Next button.

* Mew Inbound Rube §

Action
Spacify the: action 1o be laken when 3 connection mabches the condiions specfied in the s
Siheps:

@ Fuls Typs
@ Frotocol and Ports

What action should be taloen when 3 connection maiches the specified condtions ?

) Allow the connection

@ Actien Thia includes connections that are protected with [Psec as wel a3 those are nck,
& Frofie
. ) Miow the connection il i is secine
i Se— This includes only connections that have been suthenticabed by using IPsec. Connactions
will b gacined using the seitings in |Psec propadies and sulss in the Connaction Secuty
Plube node:

) Block the connedion

<ok ||[ Wet> ]| conce
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7. Pada bagian Profile, centang pilihan koneksi di ketiganya bila diperlukan (Domain, Private & Public) lalu

tekan tombol Next.
On the profile section, check all the connection mode if necessary, then press Next.

* Mew Inbound Fule Wizard

Profile
Spescify the profilss for which this nils apples:

Siops:
@ Fule Type Whier dosta B nule apohy?
# Prolocol and Posts
& Action [ Domain
& Profis Bpphas when a compuber i connacied 1o ts comorabs domen
& Hama [ Private
Apphes when & compober is connecied to a prvate nestwork kocation, such as & home
or ek place
b Public
Apphes when a compuber s connected 10 2 public nebwodk location

S [

8. Beri nama Rules yang baru anda buat dengan nama apa saja lengkap dengan keterangannya, lalu tekan

tombol Finish.
Give any name to identify your New Rules and fill the description, then press Finish. Done.

™ Mew Inbound Rule Wizard

Mame
Specty the name and desoption of this rule

Shepes:

& Fule Type

& Probecol and Posds

& Action

@ Profis .

& Bamre WannaCRY

o -
Block: Speciic ports bo protesct Srom WORY Fansomware
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